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ABSTRACT

Even though emails are identified as a prominent source of ex-
changing abusive behaviors, very little work has explored abuse
over emails. In our accepted paper in NSysS 2021, we explore per-
ceptions of users on types of abuse detection systems for emails,
revealing privacy concerns and lack of control in human-moderator-
based systems and a noteworthy demand for an automated system.
Motivated by the findings, we iteratively develop an automated
abuse detection system "Citadel" for emails in two sequential phases
and evaluate in both phases - first over 39 participants through in-
person demonstrations, and second over 21 participants through a
3-day field study and over 63 participants through a video demon-
stration. Evaluation results portray efficacy, efficiency, and user
acceptance of "Citadel" in detecting and preventing abusive emails.

CCS CONCEPTS

« Online abuse — Email; Moderation; Privacy; « Human centered
computing — Usability study.
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1 INTRODUCTION

Online abuse is becoming more and more prevalent. According to
a recent report, about 47% of internet users reported being victims
of some form of online harassment or cyberbullying [33]. Such
experiences affect the physical and mental well-being of the vic-
tims extremely by causing anxiety, depression, low confidence,
self-harm, and even suicide contemplation [33]. Therefore, the de-
tection and moderation of online abuse have gained attention in
both research and public discourse. Existing approaches can be
automated, human-moderated, or incorporate both. Human moder-
ators regulate the abusive contents and verify those reported by the
users [15]. Automated systems incorporate machine learning-based
approaches to detect abusive content. Some platforms such as Face-
book, Twitter, and Youtube incorporate both types of moderation
[15], [32]. However, the human moderators are miserable with over-
work, and because of their constant exposure to abusive content,
they suffer from severe detrimental effects on mental health [13],
[30]. Several platforms have been criticized for their inaccurate
detection as well [21], [27], as well as a delayed response against
such cases.

Despite the growing interest in abuse detection, prior research
has focused on abuse in social platforms [6] and mostly ignored the
substantial abuse occurring over emails [28]. Moreover, existing
approaches for detecting abusive behavior in emails incorporate
human moderators [26], which can impose privacy concerns on
the users. In delivering important emails, human moderation can
further cause frustration with time delay [26]. Even appointing
acquaintances such as friends as moderators can be uncomfortable
for the victim and can cause secondary trauma for the moderators.
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[5]. In our previous research [18], we explore these gaps by per-
forming an interview study and a survey. Findings show a notable
demand for automated systems exists (40% of interview partici-
pants, 41% of survey participants). Although a hybrid system was
preferred overall, users raised several privacy concerns and felt
less in control with systems that include human moderation. These
findings inspire us to explore an automated abuse detection system
for emails. We also uncovered the user expectations of designing
such a system.

Considering the user expectations found from our previous study
[18], we extend our research in this paper and explore these research
questions from the context of Bangladesh.

e RQ1:Between human-moderator-based and automated abuse
detection systems for emailing platforms, which is preferred
by the users? What are the reasons behind their choices?

e RQ2: How do users interact with an automated abuse detec-
tion system for emailing platforms?

e RQ3: What are the advantages and concerns pertinent to an
automated abuse detection system for emailing platforms as
per the experience of the users?

These questions inspire us to iteratively design and evaluate
“Citadel", an automated abuse detection system for emailing plat-
forms. In the first phase, we evaluate the system with 39 partici-
pants through in-person demonstrations. Based on the findings, we
modify “Citadel” and conduct a second phase evaluation with 21
participants through a 3-day field study and with 63 participants
through a video demonstration.

1.1 Contributions

We explore the findings obtained from an extensive literature review
and our previous research [18] and extend our research by making
the following set of contributions in this paper.

o Following an iterative approach, we develop an automated
abuse detection system for emails by integrating features to
accommodate the concerns of email users.

e Through a rigorous evaluation phase by both in-person
demonstrations and field study, we analyze the challenges
and limitations of our research. Moreover, we present a com-
parative analysis of the results from both evaluations.

e Finally, we make design recommendations to further im-
prove the user experience of an automated system for abuse
detection in emails.

2 BACKGROUND, RELATED WORK, AND
MOTIVATION

Online abusive behaviors can come in forms such as sexual ha-
rassment [12], cyber-bullying [9], flaming [33], threat, etc. A 2017
study by Pew Research reports that about 18% of users have been
subjected to threats, harassment, or stalking [12]. Another study
reports that more than one-third of Americans reported experienc-
ing some type of severe online harassment [16]. Young adults [7],
women [33], and those who identify as LGBTQIA+ [19] are more
likely to experience online abuse. A study found that 13% of adults
in the United States had experienced mental or emotional stress
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as a result of online harassment, and 7% reported damage to their
reputation [12].

Emails have become an important form of personal and profes-
sional communication [22]. In 2019, the number of global email
users amounted to 3.9 billion and is set to grow to 4.48 billion users
in 2024 [8]. However, emails have become a significant medium of
online abuse. A study shows that 16% of participants recall their
most recent experience of online harassment in a personal email
account [11]. Another study shows that 13% of teenagers said that
someone had sent them a threatening or aggressive email, instant
message, or text message [25]. Although much research has been
done on spam, very few have explored abuse over emails. Very
few organizations exists that offer help through such incidents [?
], [31]. Moreover, internet service providers are more concerned
with avoiding spam and unwanted pop-ups, rather than protecting
against online harassment [29].

2.1 Related Work

Existing moderation approaches can be broadly categorized as
human-moderated and automated. Human-moderated systems can
be further divided into centralized and distributed systems [6]. The
centralized approach uses paid or unpaid moderators or externally
contracted companies by the platform to moderate according to the
platform policies [6]. In the distributed approach, users down-vote
and report the undesirable content [23]. Reddit, Stack Overflow and
Yik Yak use distributed moderation [23]. Automated approaches
use machine learning-based models to detect abusive content [6].
A combination of automation and human moderators is used to
triage content before moderators review them [6].

Among recent research on abuse over emails, a tool named Squad-
Box [26] keeps a list of trusted friends, volunteers, or paid modera-
tors. It gives the trusted contacts the authority to read and delete
the incoming messages before they can reach the users based on
the users’ priorities. However, abusive content moderation can po-
tentially become an overload and create risks of secondary trauma
for the friends [4]. Therefore, the need for an automated abusive
behavior detection system persists. Although features like blocking
and reporting allow users to defend themselves to some extent [14],
[35], these features do not allow users to prevent abusive behavior
beforehand, and the victim has already been impacted.

CrossMod is an automated abusive behavior detection system
for Reddit, which assists human moderators in lessening their work-
load [6]. Reddit depends on human moderators to regulate abusive
content. BoC is a cross-platform automated abuse detection system
that is built to allow communities to deal with abusive behaviors
[7]. Tune is an experimental Chrome extension that detects abusive
comments and allows customization of the level of toxicity people
want to see in comments across the internet [2].

Numerous platforms depend on human moderators; however,
the perception of abuse to a human moderator may differ signifi-
cantly from the user. Often gap in the perception of abuse between
moderator and victim exists because of social and language barriers.
Users report privacy concerns with human moderators and prefer
that sensitive information such as financial information should not
be viewed by moderators, even if they are friends of theirs [26]. For
time-sensitive platforms such as emailing platforms, such systems
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can create time delays. Due to the low number of moderators and
ever-increasing content, each content receives attention for merely
a few seconds [17]. Moreover, moderators working on numerous
platforms face numerous mental health problems such as self-harm,
depression, anxiety, etc. [3].

2.2 Motivation

From prior literature, we uncover the necessity of an abuse detec-
tion system for emails. We also find the shortcomings of human-
moderator-based systems. To explore these gaps further, in our
recent study [18], we conducted an interview study and survey.
Our results show that 40% of the participants preferred an auto-
mated system, 53% of the participants preferred a combined system
of automatic and human moderation, and 7% preferred human mod-
eration. We perform a Chi-squared test that confirms a significant
difference between the level of privacy concern in cases using hu-
man moderator-based and automated systems. We also find that
users want more control over moderation and detection. In the
online survey, we explore our research questions further on a wider
scale to gain results concerning the themes we developed. Our re-
sults show that 51% of the participants preferred a combined system
of automatic and human moderation, 41% preferred an automated
system, and 8% preferred a human moderator-based system. Similar
to our interview results, we find that users raised serious privacy
concerns with human moderation.

Insights gathered from our literature study and result from our
previous study motivated us to design and develop “Citadel”, an
automated online abusive behavior detection system for emailing
platforms. 93% of participants in the interview study and 89% of
participants in the survey study mentioned Gmail as the most used
emailing platform. Therefore, we choose to develop “Citadel” as a
Chrome extension.

3 METHODOLOGY

From the insights obtained from our prior research [18], we design
and implement “Citadel", an abuse detection system for the emailing
platform Gmail. Later, we evaluate the system by demonstrating the
features and workflow to the participants and collecting feedback
from them which leads us to modify the system by integrating
the findings from their feedback. Finally, we evaluate the system
through a 3-days field study as well as through a survey where a
video demonstration is shown to the participants. Figure 1 shows
the flowchart of the methodology.

3.1 Research Context

Our research context includes email users in Bangladesh. All partici-
pants have high computer literacy and use emails on a regular basis.
Participants frequently use Gmail as an emailing platform. The
target participants are people of all ages. We maintained diversity
in age and gender during recruitment. The timeline of evaluation
of the final design was between May 2020 to July 2020. Prior re-
search shows that victims of online abuse in South-East Asia are
uncomfortable sharing their experiences with abuse and mostly
share with their family and friends [33]. Therefore, to gain valuable
insights into user interactions with “Citadel,’ we recruited several
of our participants through personal networks.
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3.2 Research Ethics

The study and data collection were approved by the Ethics Commit-
tee, a part of the Integrity Strategy and Innovation of the institution
of the authors. To guarantee the ethical conduction of our research,
we ensured the confidentiality and anonymity of the participants
in our study. Before recruitment, the participants were notified
about the purpose of the study, the data collection process, and the
affiliations of the researchers. They were also notified that none
of their emails would be stored by us. Before short interviews of
chosen participants from the field study, we sought verbal consent
from each participant for audio recording and using the provided
information for research purposes. Interview participants were also
given the freedom to choose between a phone call and one-to-one
Zoom meetings. We stored collected data in a private Google Drive
accessible to the authors only.

4 SYSTEM DESIGN AND IMPLEMENTATION

“Citadel" is a Chrome extension that can be added to a Gmail account
with the user’s permission. At each stage of our system design
process, we consider the user’s needs gathered from the previous
study [18].

4.1 Feature Identification

The top three expected features reported by the participants from
our previous study were to view abusive emails in a notification
window, contact friends after detection, and contact relatives after
detection. We name these features as "Show in Notification Window"
and "Contact Trusted People".

4.2 Implementation

The system comprises two parts - Backend engine and Frontend
interface.

4.2.1 Backend Engine. The backend engine is built with a deep
neural network model to detect abusive emails, with a database to
save user details and trusted contact details. With respect to the
privacy concern about storing their personal emails by automated
systems [18], our system does not store any personal emails of the
users.

Dataset Collection

87.1% of participants from the survey and 93.3% of participants
from the interviews from our previous study [18] who opted for
automated or a combined system of automated and human mod-
eration say they are not willing to allow any third party to store
their emails. With correspondence to this, we find no trainable
dataset about abusive behavior in emails. For this reason, we use
the dataset of competition on toxic comment detection on Kaggle
for training our models of abusive text detection [1]. There are six
types of indicated toxicity in the original dataset which are ‘toxic,
‘severe toxic, ‘obscene, ‘threat, ‘insult, and ‘identity hate. This
dataset has 159,571 data points.

Model Building

We build a deep learning-based architecture that comprises a
convolutional module [24], Long short-term memory (LSTM) layers
[20], and fully connected feed-forward layers. The convolutional
module is inspired by the inception module introduced in [34].



NSysS 2022, December 20-22, 2022, Cox’s Bazar, Bangladesh

Ishita and Adnin, et al.

Problem System Design Evaluation of the System Evaluation of the
Formulation and Implementation First Design Modificaation Second Design
Feature Fe?Fur‘? \
Identification Identification Field Study
Interview

Backend Engine
Implementation

Frontend

Interface
Implementation

Demonstratation

and Survey

Backend Engine
Modification

Frontend
Interface
Modification

Video
Demonstratation
and Survey

Figure 1: Flow chart of methodology
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Figure 3: (a) Diagram of the system flow, and (b) notification window of the first design of the abuse detection system

It is useful for extracting relationships among input sentence to-
kens, and LSTM is useful for capturing long-range dependencies

among these tokens. We use both character-level and word-level
convolution and the LSTM module so that the word-level branch
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Figure 4: An analysis of the results obtained from the evaluation of the first design. (a) shows an analysis of users’ desire for
two features, and (b) shows an analysis of users’ preferred actions associated with blocking an abuser.
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Figure 5: (a) Diagram of the system flow, and (b) notification window of the system of the second design

can capture the context of the sentence very effectively, while the
character-level branch helps the model achieve better accuracy in
case of intentional or unintentional spelling mistakes [36]. The
model achieves 98.4% accuracy on the test dataset that we created
by randomly choosing 9,571 data points from a total of 159,571 data
points, while the rest 150,000 data points were used for training
the model (this research spans over the last two years; hence the
slightly lower accuracy compared to current detection algorithms).
The full architecture of this deep neural network is shown in Figure
2.

4.2.2 Frontend Interface. When an abusive email is sent to a
user, the system detects the email as abusive and shows it in the
notification window along with the severity percentage of the toxi-
city of the email. Figure 3 (a) shows the system flow. There is an
option, "Ask for help!" in the notification window users can seek
help from their added trusted contacts as we see in Figure 3 (b).
When the users use this option, an email with abusive content is

sent to the added trusted contacts of the users. Users can add and
remove trusted contacts and can edit their profiles in the profile
management window.

5 EVALUATION OF THE FIRST DESIGN

We demonstrate our automated abuse detection system, “Citadel”
to 39 participants (22 males and 17 females). They range in age
from 20 years to 40 years. The demonstrations are 20 minutes to 30
minutes long. After the demonstration, participants are asked to fill
up a questionnaire and give their feedback. As we see from Figure 4,
75.6% of the participants express their desire for a blocking option.
The type of blocking option most participants (about 73.8%) want
is where the abusive emails will be stored in the background as
a means of proof. Around 89.74% of participants are interested in
having auto-tuning incorporated into this detection system through
which they can specify the system about their known acquaintance.
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Users express their interest in using the system and optimism
about the usability of our system. They also feel that there should
be a strategy to understand the difference between a known ac-
quaintance and a stranger.

6 SYSTEM MODIFICATION

After the evaluation of the first design, we identify new features
and modify our system to integrate those.

6.1 Feature Identification

As observed from the evaluation of the first design, we discover
that people often do not consider a certain content abusive when it
comes to a close acquaintance, while the same content is abusive
when it is sent by a stranger. According to one participant in our
evaluation of the first design, "While chatting on social media, my
friends and I often use words that we do not consider to be offensive,
and I am always okay with this. But I am never okay with any stranger
using the same words while texting me." Existing systems integrate
white-list and blacklists [26], but creating blacklists is not feasible
because the abuse has already taken place before the abuser is added
to the blacklist. Moreover, whitelists and blacklists create a burden
on the user to regularly update it.

These findings inspire us of a new feature called “Threshold per
sender”, where users can specify the system if the detection of
abusive emails is agreeable to them or not.

Another feature that we identify strongly with the participants
is "Block Contact”. When an abusive email reaches a user, the notifi-
cation window shows it to the user. The blocking option enables
the users to directly block the sender all future emails sent by the
abuser go to the trash box.

6.2 Implementation

To incorporate the new features, we modify the backend engine
and frontend interface of our system.

6.2.1 Backend engine. If the user chooses that the prediction
is not right, the system will automatically increase the threshold
of that specific sender, and it will not be sent to the notification
window of the user. If the user considers the prediction to be right,
the system will do just the opposite but will not decrease the value
to less than a specific constant because, according to our design, that
is the lowest possible threshold for any type of abusive email. Some
modifications in the system’s database are done to add specified
senders’ thresholds. The system shows the abusive email in the
notification window of the user if the detection’s toxicity scores
exceed the senders’ threshold; otherwise, it does not. Some changes
in the database of the system are done to keep block lists of the
users as well.

6.2.2 Frontend interface. Users have the options "Accurate?” and
"Inaccurate?” in the notification window. The system accordingly
sets the threshold of detection of abusive emails for that specific
sender. The notification window has a "Block Contact!" option for the
users as we can see from Figure 5 (b). Users can see their block list
in a window of the system as well. Users can remove and manually
add blocked contacts as well. The emails sent by blocked contacts
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go to the trash box, and users do not see any emails from those
blocked contacts in their inboxes.

7 EVALUATION OF THE SECOND DESIGN

We evaluate our modified system after integrating the features of
the second design with the participants in two steps. We conduct a
3-day field study with 21 participants as well as a survey showing
a video demonstration of our system “Citadel” with 63 participants.

7.1 Field Study

Due to the sensitive nature of online abusive behaviors and the vul-
nerable position of the recipients, we are cautious about conducting
a field study. We conduct a 3-day field study with 21 participants
aged between 15 to 50 years, 10 males and 11 females. They are
recruited by non-probabilistic sampling and snowball sampling.
The participants are required to use Gmail.

At first, we give the participants detailed documentation on how
to install and use the system. We ask the participants to add the
extension to their Chrome browsers and use it for 3 days with their
personal email accounts. We observe the usage pattern through the
server-side logs. After the field study, we provide a google form with
both open-ended and closed-ended questions to the participants to
share their experiences of those 3 days. The questionnaire consists
of seven categorized groups of 5-point Likert scale questions to
find out users’ desire for an abuse detection system, desire for an
automated abuse detection system, features they approve, ease of
use, ease of learning, and satisfaction after using the system.

We randomly picked 5 participants for an additional short inter-
view of 5-10 minutes over Zoom meetings. We ask a few additional
in-depth questions about their experiences with errors in our sys-
tem and their overall impression of our system.

7.2 Video Demonstration and Survey

Due to the current situation with COVID-19, we are unable to
conduct usability testing in controlled settings. We conduct an
online survey showing the participants a video demonstration of
the workflow of the system. 63 participants aged between 15 to 50
years (32 males and 31 females) are selected by non-probabilistic
sampling and snowball sampling.

The participants are asked to watch the video and then fill up a
questionnaire containing both open and closed-ended questions. It
consists of seven categorized groups of 5-point Likert scale ques-
tions, and the questionnaire for the video demonstration survey
consists of six categorized groups of 5-point Likert scale questions
to find out users’ desire for an abuse detection system, desire for an
automated abuse detection system, features they approve, ease of
use, ease of learning, and satisfaction, after watching the system’s
workflow in case of the video demonstration survey.

8 FINDINGS FROM THE EVALUATION OF
SECOND DESIGN

We present our findings from the field study and video demonstra-
tion and provide a comparative analysis.
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(b) Desire for an Automated Abuse Detection System
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Figure 6: Participants’ (a) desire for an abuse detection system, (b) desire for an automated abuse detection system, (c) expected
features, (d) ease of use, (e) ease of learning, (f) satisfaction with the system in the field study (n=21) and the video demonstration
survey (n=63) in the evaluation of the second design (Response scale: 1=Strongly Disagree, 5=Strongly Agree)
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Efficacy and Efficiency of the System
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Figure 7: Participants’ perceived efficacy and efficiency of the system in the field study (n=21) in the evaluation of the second

design (Response scale: 1=Strongly Disagree, 5=Strongly Agree)
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Figure 8: Comparative analysis over averages of user ratings in different categories used to rate user experiences in field study
and survey through in-person demonstrations (“ADS" refers to “Abuse Detection System" and “AADS" refers to “Automated

Abuse Detection System")

8.1 Findings from Field Study

Among all, 11 participants use "Fetched Emails" section more than
7 times for checking the abusive emails, which indicates their cu-
riosity about this feature and urge to have something like this: T
am totally satisfied. It detects so fast and shows the toxicity level. I
did not face any bugs or glitches at all. Overall it was very easy to use
and efficient as well".
"Threshold per Sender", the feature implemented for fine-tuning over
automated identification of abusive emails. After the first evalu-
ation, it is liked by most of our participants in the field study. 7
participants say they like the "Block Contact" feature the most out
of the 21 participants. Other liked features include "Contact Trusted
People”, the percentage of the toxicity of abusive emails shown in
the notification window.

From the short interview conducted after the online survey of
the field study, most participants were impressed with the efficiency

in the detection of abusive emails. However, one participant says,
"I didn’t see the system detect any non-abusive email as abusive.
But sometimes, I found that it was not able to detect contextual
abuse. I mean, if the abuse wasn’t very straightforward, it would fail
sometimes." All of the 5 participants interviewed expressed their
preference for showing toxicity ratings for abusive emails. One
participant also suggested that toxicity rating may be helpful in the
"Ask for help" feature or asking for legal help if necessary.

Figure 6 and Figure 7 show the mean values of the six categorized
groups of questions in the field study and survey. In the category
efficacy and efficiency of the automated abuse detection system,
the mean is 4.14 which means most participants in the field study
perceive the system as efficient.
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8.2 Findings from Video Demonstration and
Survey

Analyzing the video demonstrated survey results, we find that
among all the features, the "Block Contact!" feature seems most
likable to the participants. They express their desire for a similar
type system in social media platforms as well: "If can be extended to
popular social media platforms, that will be really useful”. Nearly all
the participants show interest in using this system.

Analyzing results from both studies, we find that the field study
result surpasses the survey by video demonstration result, as shown
in Figure 8. Although the survey is done in a broader sector (63
participants), lack of interaction with the system makes them give
less legit feedback compared to field study participants since they
are not only getting familiarized with the system but also have
hands-on experience. In the categories desire for an abuse detec-
tion system, desire for an automated abuse detection system, and
expected features get a more positive vibe from all the participants
of the field study and the video demonstration survey.

9 DISCUSSION

While conducting the whole study, we come up with the following
research findings.

9.1 User’s Appreciation for an Abuse Detection
System for Emails

From our user studies, we confirm that email is a significant source
of online abuse. This is reflected through the responses of the users
in the in-person demonstration, field study, and video demonstration-
based survey. Our detection system was very well received among
the users, who acknowledged its need even for teenagers and chil-
dren.

9.2 User’s Appreciation to Have More Control

From our previous study, we find that users want to have control
of abuse detection and moderation in emailing platforms. Rather
than having complete filtering of abusive emails by another human,
the users prefer to have control of their own in the abuse detection
and prevention system. The control can be achieved by enabling
users to block abusive emails and letting them ask for help in
case of receiving abusive emails. Besides, the users can also be
given control by ensuring that abusive emails are brought to their
attention rather than removing the abusive emails without their
oversight. Our evaluation studies confirm that these types of user
control are desirable to the users.

9.3 Design Implementation Guided by User
Preferences

We learn that designing an efficient automated abuse detection
system is not possible without incorporating feedback from the
users. Therefore, following an iterative approach, we gathered users’
requirements for an automated abuse detection system. Guided
by these preferences, we introduced two features in our study -
1) introducing user control by enabling a threshold for filtering
abusive content, and 2) enabling blocking contacts of abusers. We

NSysS 2022, December 20-22, 2022, Cox’s Bazar, Bangladesh

further evaluate the desirability and usefulness of these features
through rigorous user studies.

9.4 User’s Appreciation for Abuse Detection
Systems in Other Platforms

Our results show that users have faced abuse on other online plat-
forms as well, and therefore, are also very eager to use abuse detec-
tion systems on those platforms. Inspired by these results, we look
forward to expanding the capabilities of Citadel to other platforms
as well in the future.

10 LIMITATIONS

Our system currently works only on English literature. The system
may not work as perfectly as it does now for other languages. Since
all our participants are from South-East Asia origin, our study is
limited in ensuring the diversity of the participants. Most of the
participants are mostly from researchers’ primary and secondary
networks since they were recruited through Snowball sampling.
Therefore, our work is not free from participation bias and selection
bias. Thus, arguments and opinions driven by the interviews and
surveys may not represent the collective view of the people of the
whole nation. As our system is not deployed globally yet, we do
our field study using our local server, and the participants face slow
responses while using the system.

11 SCOPE OF FURTHER RESEARCH

In the future, we plan to expand the scale of our research by incorpo-
rating more participants in our user studies, including participants
from other countries, and exploring the differences in their percep-
tions. From our user studies, we come across numerous expected
features from an automated abuse detection system. One explorable
research directions include developing a feature where users can
add specific words that they find abusive in a customizable list.
We want to explore showing only the toxicity ratings to the users
instead of showing the whole content and allowing users to have
the option to view more or delete directly. We plan to develop a
dashboard showing statistics of abusive and non-abusive emails.
Inspired by the results of our user study, we look forward to explor-
ing abuse on other online platforms as well. One possible solution
may be to develop a single API for accessing messaging platforms.
Such an API will provide support across multiple platforms and also
help developers of small-scale platforms. In the future, we want to
explore the feasibility and risks associated with creating a single
API to detect abuse.

12 CONCLUSION

Abuse detection over emails is little explored in the literature. More-
over, automated abuse detection over emails is yet to be explored
in the literature to the best of our knowledge. In this work, we
explore automated abuse detection in emailing platforms. Incorpo-
rating feedback, desires, and expectations obtained from the users’
perspectives as per our previous study, we iteratively design and
develop “Citadel", a new automated abuse detection system for
emails. We evaluate our system in two phases of our design pro-
cess - first, through in-person demonstration and second, through
a 3-day field study as well as through a survey conducted based on
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a video demonstration. Results confirm the efficiency and efficacy
of our system as well as its user acceptability in real usage.
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